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EXECUTIVE SUMMARY 
 
There is a critical need for organizations to share data within and across infospheres and form coalitions so 
that analysts could examine the data, mine the data, and make effective decisions. Each organization could 
share information within its infosphere. An infosphere may consist of the data, applications and services 
that are needed for its operation. Organizations may share data with one another across what is called a 
global infosphere that spans multiple infospheres. It is critical that the war fighters get timely information. 
Furthermore, secure data and information sharing is an important requirement. The challenge is for data 
processing techniques to meet timing constraints and at the same time ensure that security is maintained.  

This proposal addresses information operations across infospheres. We first describe secure timely data 
sharing across infospheres and then focus on Role-based access control and Usage control in such an 
environment. Our goal is to send timely information to the war fighter while maintaining security. We will 
also address the application of game theory as well as decision centric data mining techniques to extract 
information from both trustworthy and untrustworthy partners of the coalition.  

In particular, the objectives of this project are as follows: 

• Develop a Framework for Secure and Timely Data Sharing across Infospheres. 

• Investigate Access Control and Usage Control policies for Secure Data Sharing. 

• Develop innovative techniques for extracting information from trustworthy and untrustworthy 
partners.  

Technical Merit: While there has been work on data sharing across coalitions, an in-depth investigation of 
security issues as well as a study of the tradeoffs between security and timely processing has yet to be 
carried out. To our knowledge, this project is the first to investigate sophisticated security techniques such 
as Usage Control as well as decision centric data mining techniques for timely and secure data sharing 
across coalitions.  

Broader Impact: The research to be carried out on this project is directly applicable to Network Centric 
Operations (NCO) that implement Network Centric Warfare (NCW). NCW promotes information sharing, 
shared situational awareness and knowledge of commander’s intent. In addition it also enables war fighting 
advantage by providing synchronization, speed of command and increased combat power. We focus mainly 
on information sharing aspects of NCW. In particular, the results of this project can be transferred to the 
timely and secure data sharing services of the Network Centric Services activity being carried out by the 
Department of Defense.  

Research Team: The research will be carried out both at the University of Texas at Dallas and at George 
Mason University. The principal investigators are among the leading researchers in Data and Applications 
Security. They have conducted innovative research in Secure Database Design, the Inference Problem, 
Role-based Access Control and Usage Control techniques as well as and carried out technology transfer 
activities. They are Fellows of IEEE, ACM, AAAS and the British Computer Society and have received 
prestigious awards for their research in Data and Applications Security.  
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INTRODUCTION 
Cybercrime as well as threats to national security  is costing U.S. organizations billions of dollars each 
year. These organizations could be government agencies, financial corporations, medical hospitals and 
academic institutions. There is a critical need to share data within and across organizations so that analysts 
could examine the data, mine the data, and make effective decisions. Each organization could share 
information within its infosphere. An infosphere may consist of the data, applications, and services that are 
needed for the operation of the organization. Organizations may share data with one another across what is 
called a global infosphere that spans multiple local infospheres [DEME04].  

While there is an urgent need for organizations to share data across infospheres and form coalitions so that 
the big picture is formed especially for counter-terrorism applications and military operations as well as to 
gather business intelligence for marketing purposes, there is also a need to protect the information within 
an organization. Essentially we have a conflict between data sharing and data security. Furthermore, 
security also has conflicts with the timely processing of the data [THUR99]. The challenge is to enforce 
appropriate administration and security policies that facilitate timely data sharing as needed. Our main 
focus will be to examine the challenges for secure timely data sharing across infospheres operated by 
organizations and propose flexible architectures and techniques for accomplishing the information sharing 
goals. The objectives are the following: 

• Develop a Framework for Secure and Timely Data Sharing Across Infospheres. 

• Investigate Access Control and Usage Control Policies for Secure Data Sharing. 

• Develop innovative techniques for extracting information from trustworthy and untrustworthy 
partners. 

We propose a collaborative approach for secure timely data sharing where data, metadata, and policies are 
exported and integrated at the coalition level. We will develop approaches to mine the data in a 
collaborative peer-to-peer environment and examine the security impact. We  will also develop techniques 
for enforcing security policies. In particular, we will focus on two of the most prominent policies: role-
based policies and usage control policies invented by Ravi Sandhu ([SAND96], [PARK04]).  

While much of the focus of this project will be on defensive information operations, where an organization 
must defend itself from attacks by remote organizations by enforcing appropriate policies, we also address 
situations where organizations have to operate in a hostile environment. That is, the foreign infosphere may 
be hostile to an organization. Now, for an organization to make effective decisions and get the big picture 
for many applications including detecting terrorist activities, and for combat support, it must have the 
necessary data. In some cases the hostile organization may not give out the critical data or it may give out 
false data. In such a situation, the organization must be able to utilize innovative techniques and extract 
information from the adversary. Essentially the organization has to carry out defensive, offensive, and 
intelligence information operations in order to prevent catastrophic situations. There are also some 
additional concerns in a hostile environment. The enemy organization may want to infiltrate our 
organization and find out more about our activities. In such cases, we not only have to extract information 
from the adversary, but we must also protect our data and activities. While this is a very challenging 
problem, we need to start research in this area. Therefore this project will also address applications of game 
theoretic and decision centric data mining techniques to extract information across the infospheres.  

The research to be carried out on this project is directly applicable to Network Centric Operations (NCO) 
that implement Network Centric Warfare (NCW) and the notion of Communities of Interest (COI) 
promoted by the Department of defense.  NCW promotes information sharing, shared situational 
awareness, and knowledge of commander’s intent. In addition it also enables war fighting advantage by 
providing synchronization, speed of command, and increased combat power. We focus mainly on 
information sharing aspects of NCW. As stated in [NCW05], one of the major challenges during Operation 
Iraqi Freedom (OIF) was on secure and timely information sharing. In fact General Moran states the 
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following: “Our ability to tackle information will be drawn predominantly from US-only network, and then 
being able to rapidly, seamlessly move the information into a coalition network was extremely challenging. 
We had some work arounds that were less than fulfilling, but one of the biggest challenges we face is 
sharing timely information in a seamless manner with our coalition partners. That’s one of the key take 
aways from this conflict”.  

While security has been identified as a major issue, there is little work carried out in this area. As stated in 
[SIGN05] by Micahel Krieger who is the director of information management in the office of the DoD 
deputy chief information officer, “the information assurance architecture developed last year by the 
National Security Agency and the COI office for the Global Information Grid (GIG) serves as the roadmap 
for integrating security, Krieger adds, but this will require a lot of work.” At the TechNet conference 
sponsored by AFCEA in May 2005, the theme was “Network Centric Operations: Balancing Speed and 
Agility with Security”. In fact at his keynote address General Odierno who is the Assistant to the Chairman 
of the Joints Chief of Staff stressed that developing security techniques and at the same time getting timely 
information to the war fighter is a top priority for the joint services. In addition to the activities of the DoD, 
the Markle report [MARK03] discusses the information sharing requirements between the different 
agencies including DHS, IC and DoD. The results of our research will satisfy many of the key secure 
information sharing requirements mentioned in the Markle report.  

The organization of this proposal is as follows. The team statement will be given in Section 2. Our 
technical approach will be given in Section 3. In particular, first we discuss our approach to secure and 
timely data sharing across infospheres. Next we discuss the application of two of the more prominent and 
popular security policies invented by one of the authors of this proposal to a coalition environment.  
Finally, a discussion of the application of game theoretic and decision centric data mining techniques for 
information extraction will be provided. Deliverables will be discussed in section 4. The impact of the 
research will be listed in Section 5. Future extensions to this research will be discussed in Section 6. 
References, biographies of the principal investigators (PIs) and our budget for the project including cost 
sharing information will be appended to this proposal.  

 
2. TEAM STATEMENT 
 
The two main PIs for this effort are: 
Prof. Bhavani Thuraisingham at the University of Texas at Dallas (UTD) and Prof. Ravi Sandhu at George 
Mason University (GMU). Prof. Thuraisingham will collaborate with Prof. Latifur Khan who is an expert 
in data mining and Prof. Douglas Harris who is the Executive Director of the University’s Cyber Security 
and Emergency Preparedness Institute and serves on the advisory board of the National White Collar Crime 
Center.  

Dr. Thuraisingham is a leading expert in Data and Applications Security and has worked in the field for the 
past 20 years including 16 years at the MITRE Corporation and 3 years as IPA to the National Science 
Foundation establishing the Data and Applications Security program. She has designed several secure 
database systems including the Lock Data Views Systems at Honeywell Inc. funded by AFRL as well as 
Secure Object Systems and Inference Controllers at MITRE. Her work has resulted in 3 US patents, over 
70 journal papers and 7 books. Her research on the unsolvability of the Inference problem was quoted by 
Dr. John Campbell of NSA “as the most significant breakthrough in the field in 1990” [CAMP90]. She has 
recently published a book on data and applications security, which has been quoted by Prof. Gene Spafford 
of Purdue University as “the first authoritative book in the field” [THUR05a]. She has also received the 
1997 Technical Achievement award from the IEEE Computer Society and was elected a Fellow of IEEE, 
AAAS, and the British Computer Society. She is establishing her Consulting and Training company BMT 
Security Consulting and teaches courses at AFCEA on data management, data mining, and data security.  
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Prof. Ravi Sandhu is a leading expert in Information Security and is the inventor of both the widely 
adopted Role-based Access Control (RBAC) and Usage Control Policies (UCON). His work on RBAC is 
now a NIST standard. He has published extensively on access control and data security and is a Fellow of 
ACM and IEEE. He is also a Vice president of TriCipher, a commercial data security product development 
company.  

Both UTD and GMU have Cyber Security Centers that have received the National Center of Excellence in 
Information Assurance Education by NSA and DHS. Both organizations have extensive laboratory 
facilities to carry out information assurance research and penetration testing.  The laboratory at UTD is 
called SAIAL (Security Analysis and Information Assurance Laboratory) and satisfies the Tempest 
requirements of Mil-std-285. Researchers will be able to isolate all experiments conducted in the 
laboratory. 

A total of 4 graduate students will be employed; 3 at UTD and 1 at GMU. Please note that UTD will 
provide over 100% cost share of the direct costs.  

3. TECHNICAL APPROACH 
Our three objectives stated in Section 1 will be carried out in Tasks I, II, and III respectively. The problem 
statement, background information, related work, technical issues, and our approach for Tasks I, II, and III 
will be elaborated in Sections 3.1, 3.2, and 3.3, respectively. 

3.1 FRAMEWORK FOR SECURE TIMELY DATA SHARING ACROSS INFOSPHERES 

3.1.1 Problem 
Organizations including DoD, universities, hospitals, and corporations are forming coalitions to work on 
problems together. While data sharing is a major goal, each organization should have autonomy and control 
the information released to others. For various applications, especially for C4ISR, there is an urgent need to 
share data, extract information, and form the big picture. Furthermore it is critical that the information be 
sent to the war fighter in a timely manner. However, security poses restrictions to timely data sharing. The 
problem is to develop flexible security policies for timely data sharing and subsequently determine the 
amount of information that is lost by enforcing security.  

3.1.2 Background 

Coalition: A coalition consists of a set of organizations, which may be agencies, universities and 
corporations that work together in a peer-to-peer environment to solve problems such as intelligence and 
military operations. We assume that the members of a coalition, which are also called its partners, may be 
trustworthy or untrustworthy or partially trustworthy. Coalitions are usually dynamic in nature. That is, 
members may join and leave the coalitions in accordance with the policies and procedures.  A challenge 
is to ensure the secure operation of a coalition.   

Infospheres: Infospheres have been studied since the Air Force Scientific Advisory Board came up with 
the notion of Battlefield Infospheres back in the late 1990s [SAB], [MARM02]. An Infosphere is 
essentially the databases and services that are supported for members of an organization to carry out their 
operations. Infospheres are based on publish and subscribe models, consist of a number of web services 
and support access to heterogeneous databases and information sources. Various representations such as 
XML and XML schemas have been studied for data interoperability. The concept of Infospheres is also 
being extended to include coalition environments where there is a local infosphere for an organization and 
a global infosphere to support the coalition. Local and global infosphers have to interoperate securely. 
Figure 1 illustrates an environment where data, metadata (also referred to as a schema) and policies 
enforced by the local infospheres are exported to the global infosphere [HARR05], [SHET90].  

3.1.3 Related Work 
There has been work on coalition data sharing such as the Genoa program sponsored by DARPA [GENO], 
Furthermore, coalition data sharing is also discussed in an infosphere environment [MARM02]. However, 
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security has been given very little consideration. Much of the prior work on security in a coalition 
environment has focused on secure federated data sharing. Thuraisingham was one of the first to propose 
multilevel security for federated database systems [THUR94]. Discretionary security was proposed in 
[MCCO95] as well as in [OLIV95]. None of the previous work has focused on determining the amount of 
information that is lost for conducting military operations by enforcing security. Furthermore, developing 
flexible policies in a coalition environment are yet to be examined. Enforcing security while meeting 
timing constraints remains a largely unexplored topic. For example, we have designed and developed real-
time data management systems for experimental programs that support AWACS (Air Borne Warning and 
Control System) [BENS96]. We have also addressed information survivability issues and stressed the need 
for flexible policies for enforcing security and meeting timing constraints [THUR99] and some results were 
given in [SON95]. However, to our knowledge, no research has been reported on secure and timely data 
sharing for a coalition environment.  
 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. Secure Collaborative Data Management 
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3.1.4 Technical Issues 

Data Sharing: One of the main goals of coalition data sharing is for organizations to share the data but at 
the same time maintain autonomy. For example, one database could be used for travel data while another 
database could be used to manage data pertaining to airplanes. For counter-terrorism applications and 
military operations, the key is to make links and associations as rapidly as possible.  We need policies and 
procedures to determine what data to share under what conditions.  

Data Mining: Data mining techniques extract patterns and trends often previously unknown from large 
quantities of data [THUR98].  However data mining tools could give out false positives and false negatives. 
This is especially critical for applications such as counter-terrorism and military operations as it could 
result in catastrophic consequences [THUR03]. Therefore, we need human analysts to examine the patterns 
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and determine which ones are useful and which ones are spurious. The challenge is to develop automated 
tools to sift through the data and produce only the useful links and associations. 

Security: Security, privacy, integrity, trust, real-time processing, fault tolerance, authorization and 
administration policies enforced by the component organizations via the local infospheres have to be 
integrated at the coalition level and enforced by the global infospehere. As illustrated in Figure 1, each 
organization may export security policies to the coalition. The component systems may have more stringent 
access control requirements for foreign organizations. The challenge is to ensure that there is no security 
violation at the coalition level.  

3.1.4 Our Approach: Framework for Secure Timely Data Sharing Across Infospheres  

* Concept of Operation and Architecture: First we will develop a concept of operation of the global and 
local infospheres. The architecture of Figure 1 will be our starting point. We will identify the interfaces 
between the global and local infospheres and illustrate the interactions between the different components. 
We will develop an example application for military operations and show how the organizations carry out 
secure and timely information sharing. We will utilize our experience on the TBMCS project (Theatre 
Battle Management System) and AWACS for developing the application as well as examine other 
requirements including Network Centric Operations. We will also develop scenarios to illustrate the need 
for secure and timely information sharing.  

* Security Policy: Next we will develop a security policy for the coalition system. The policy will be 
based on a simple form of role-based access control. We will develop a policy language for specifying the 
policies. We will examine our previous experiences with developing policies based on XML [BERT04], 
RDF [CARM04] and Logic [THUR91]. The policy will include policies for the local infospheres and the 
global infospheres. Our focus will be on confidentiality polices and the specification will be flexible to 
support timing constraints. Future research will include incorporating policies for integrity and trust (please 
see section 6). The specification language should be generic enough to specify additional policies.  

Consider the example of US, UK, Australia and Canada forming a coalition to support a combat operation. 
The US administrator could give access to all of his data to the US military personnel, but only give access 
to combat support data and the Intelligence data to the UK personnel. The administrator may restrict access 
only to Intelligence data to Australian and Canadian personnel. These policies will have to be specified in a 
unified language. Furthermore, the restrictions may be relaxed for crisis situations where all of the data by 
all parties may be shared if the war fighter needs the data within 30 seconds. The set of policy rules must 
be consistent. We also need conflict resolution rules when policies are inconsistent or not clear.  

We give some examples of our work expressing policies in XML [BERT04]. In the following example we 
assume that Alice Brown is a General in the US Air Force working at DISA and John James is a captain at 
the junior level from US Army working at CECOM. 
<General credID=“9” subID = “16: CIssuer = “2”> 

<name> Alice Brown </name> 

<country> USA <country/> 

<department> AF </department> 

< group> DISA </ group> 

</General> 

<Captain credID=“12” subID = “4: CIssuer = “2”> 

<name> John James </name> 

<country> USA <country/> 

<department>Army </department> 

< group> CECOM </ group> 
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<level> Junior </level 

</Captain> 

Next we illustrate how policies may be specified in XML. In the following example we assume the 
following:  policies P1 and P2 state that an AF General can read all of the intelligence reports on OIF 
produced by the Air Force whereas he can only read the short descriptions of the report produced by the 
Army.  Policies P5 and P6 state that a Senior Captain in the AF department can read all the asset details in 
the Intelligence report produced by the Air Force while he can only read certain information from assets in 
the Intelligence report produced by the Army. 
<?xml version="1.0" encoding="UTF-8"?> 

<policy_base> 

 <policy_spec ID=‘P1' cred_expr="//General[department='CS']" target="intelligence_report.xml" 
path="//OIF[@Dept='AF']//node()" priv="VIEW"/> 

 <policy_spec ID=‘P2' cred_expr="//General[department='AF']" target="intelligence_report.xml" 
path="//OIF[@Dept='ARMY']/Short-descr/node() and //OIF[@Dept='ARMY']/authors" priv="VIEW"/> 

 <policy_spec ID=‘P3' cred_expr="//General[department='ARMY'] " target="intelligence_report.xml" 
path="//OIF[@Dept='ARMY']//node()" priv="VIEW"/> 

 <policy_spec ID=‘P4' cred_expr="//General[department='ARMY']" target="intelligence_report.xml" 
path="//OIF[@Dept='AF']/Short-descr/node() and //OIF[@Dept='AF']/authors" priv="VIEW"/> 

 <policy_spec ID=‘P5' cred_expr="//Captain[department='AF' and level='senior']" target="intelligence_report.xml" 
path="//Asset[@Dept='AF']/node()" priv="VIEW "/> 

 <policy_spec ID=‘P6' cred_expr="//Captain[department='AF' and level='senior']" target="intelligence_report.xml" 
path="//Asset[@Dept='ARMY']/Funds/@Type and //Asset[@Dept='ARMY']/Funds/@Funding-Date" priv="VIEW "/> 

 <policy_spec ID=‘P7' cred_expr="//Captain[department='ARMY' and level='junior']" 
target="intelligence_report.xml" path="//Asset[@Dept='ARMY']/node()" priv="VIEW "/> 

</policy_base> 

* Enforcement of the Policy: We will develop algorithms for enforcing the security policies. The 
algorithms will include techniques for handling inconsistencies as well as resolving conflicts. Our policies 
will be flexible so that under certain situations (i.e. when certain triggers are activitated) only certain parts 
of the policies will be enforced. We will also develop techniques for exporting policies to the coalition as 
well as the integration of the policies at the coalition level. 

We have developed inference controllers in [THUR93] and [THUR95] for database systems and we are 
currently developing inference and privacy controllers for the semantic web [THUR05b], [ALAM05]. We 
designed a primitive theorem prover for enforcing security constraints in database systems [THUR91], 
[THUR93]. If the policies are specified in XML or RDF or the rules language developed by W3C (world 
wide web consortium), then we will examine the use of Closed World Machine  (CWM) as well as the 
Open World Machine (OWM) to enforce the security policies.  

For example, CWM is a Python program that checks the properties of statements. We are currently 
examining modifications to CWM to handle confidentiality policies. That is, the S-CWM (which is Secure 
CWM) will examine the policies, reason about the policies and determine whether the policies can cause 
security violations.  Figure 2 illustrates an architecture for policy enforcement at the Coalition level.  

Information extraction and Timely information processing: We have experience using various data 
mining tools at MITRE and at UTD. We have also developed data mining tools in-house for web analysis 
and business intelligence applications [AWAD05a]. We will select a tool and use it to extract information 
at the coalition level and form the big picture with and without enforcing the security policies. That is, first 
we will extract information at the coalition level using the tools without enforcing any policies. Then we 
will conduct experiments enforcing variations of the policies and determine how much information is lost 
by enforcing security.  
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For example, we will first integrate the data in the coalition databases without any access control 
restrictions and apply the data mining tools to obtain interesting patterns and trends. In particular, we will 
develop associations between different data entities such as “A and B are likely to be in a location 50 miles 
from Baghdad”. Next we will use the same tool on the integrated data after enforcing the policies. We will 
then determine the patterns that might be lost due to enforcing the policies. This will be an extremely 
useful experiment for determining the extent to which data sharing is compromised due to security.  

 

 

 

 

 

 

 

 

 

 

Figure 2. Enforcing Policy Enforcement Algorithms 

For example, if we have a security policy rule that states the following: 

“Australia cannot have any data that makes an association between A and B ”, 

then it may not be possible to deduce the following association rule if Australia is a member of the coalition.  

 “A and B are likely to be in a location 50 miles from Baghdad”. 

In addition, we will also conduct experiments that examine the extent to which security affects timing 
constraints. For example, we will enforce timing constraints on the query algorithms. That is, we will first 
process the query using the enforcement algorithms developed under the policy enforcement task without 
enforcing any of the policies. Then we will enforce the security policies and determine whether the timing 
constraints can be met. This will determine the extent to which security impacts timely information 
processing.  

 

3.2 ROLE-BASED ACCESS CONTROL AND USAGE CONTROL POLICIES FOR 
INFOSPHERES 

3.2.1 The Problem 
In Task 1 we will apply the basic role-based access control policy for secure and timely data sharing and 
conduct experiments to determine the amount of information that is lost due to enforcing security. While 
the access control policies utilized in Task 1 is a useful and flexible policy, the security community is 
moving towards a full-scale role-based access control model and more recently the usage control model. 
However none of these models have been examined for a coalition environment. The problem is to take 
advantage of the features offered by both RBAC and UCON and develop security models for the global 
infospheres.  

3.2.2 Background 

RBAC: The seminal proposal on role-based access control by Sandhu et al [SAND96] introduced a general 
family of RBAC models called RBAC96.  Subsequent work by Sandhu and his team, as well as other 
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researchers in the community, established that RBAC is capable of expressing a wide range of policies of 
strong practical interest by using simple concepts.  It has been demonstrated how to do conventional 
discretionary and mandatory access controls using RBAC, so RBAC truly encompasses previous access 
control models.  Due to strong commercial interest by vendors and users of RBAC, the model evolved into 
a NIST/ANSI standard model first introduced in 2001 [FERR01] and formally adopted as an ANSI 
standard in 2004. The principal idea in RBAC is that users and permissions are assigned to roles, thereby 
users acquire permissions indirectly via roles (Figure 3).   

UCON: The concept of Usage Control (UCON) was recently introduced in the literature by Park and 
Sandhu [PARK04].  In recent years there have been several attempts to extend access control models 
beyond the basic access matrix model of Lampson, which has dominated this arena for over three decades.  
UCON unifies various extensions proposed in the literature in context of specific applications such as Trust 
Management and Digital Rights Management.  The UCON model provides a comprehensive framework for 
next generation access control.  A UCON system consists of six components: subjects and their attributes, 
objects and their attributes, rights, authorizations, obligations, and conditions.  The authorizations, 
obligations and conditions are the components of the usage control decisions.  Another aspect that UCON 
extends traditional access control models is the concepts of continuity and mutability (Figure 4).  

3.2.3 Related Work  
Since RBAC was introduced by Sandhu and his colleagues several researchers have adapted this model for 
various applications. For example, Bertino et al [BERT05] have developed a temporal authorization model 
based on RBAC. Osborne et al [OSBO04] have developed a model for XML documents based on RBAC. 
Thuraisingham has examined security for the semantic web based on an RBAC-like model [THUR05c]. 
Applying RBAC for a coalition environment is yet to be carried out. 

In the case of UCON model, Sandhu and his students have done pioneering work [PARK04]. For the first 
time there is now a model that encompasses all the other models. Sandhu et al have also extended UCON to 
handle temporal primitives. The development of UCON is still in the early stages and its application to a 
coalition environment has yet to be carried out.  

3.2.4 Technical Issues  

RBAC: RBAC is especially relevant to the protection of information in a local infosphere as well as in a 
global infosphere across a coalition.  Administration of roles and cross-organizational roles, which are 
central to deployment of RBAC in infospheres are not addressed in the NIST/ANSI standard.  Traditional 
approaches to RBAC administration often are heavyweight involving explicit actions by human 
administrators.  These traditional approaches where a human is in the loop in every administrative decision 
are not scalable to the flexible and automated environment of an infosphere.  Recently Sandhu and his 
students have introduced lightweight administration models for RBAC based on user attributes [ALKA02] 
and have also examined interaction of roles and workflow [KAND02].  One needs to develop 
administrative models for RBAC in infospheres with the goal of being as lightweight and seamless as 
possible without compromising security.   
UCON: The new expressive power brought in by UCON is very germane to the automated and seamless 
security administration required in infospheres.  For example, an authorization rule permits or denies 
access of a subject to an object with a specific right based on the subject and/or object attributes, such as 
role name, security classification or clearance, credit amount, etc. There may be different meanings 
attached to the authorization rules enforced by different local infospheres. These differences have to be 
reconciled. UCON is an attribute-based model, in which permission is authorized depending on the values 
of subject and object attributes. In a global infosphere, the challenge is to export policies that depend on the 
attribute values and the roles. UCON model also consists of obligations and conditions.  For example, 
playing a licensed video file by organization A requires a user to click a notice and register in the 
organization’s web page. Such an action can be required before or during the playing process. Mutability in 
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UCON means that a subject or object attribute value may be updated to a new value as a result of the 
access. The impact of these features in a global infosphere is yet to be examined. 

3.2.5 Our Approach: Role Based Access Control and Usage Control for Infospheres 
Secure information sharing, within and across infospheres, requires the enforcement of persistent access 
control, whereby access controls on information objects persist even as these objects reside on computers 
outside the immediate control of the information source.  Persistent access control is a form of 
dissemination control (DCON) where the access policy to be enforced is inextricably linked with the object 
as it is moved from place to place in cyberspace.  There are two major challenges in achieving this goal. 

• How to enforce access controls on objects as they are physically resident on multiple computers, 
including end-user client computers? 

• What kinds of policies are appropriate for these situations and how should they be specified? 

 

 
Figure 3. Role-Based Access Control (RBAC96 Model)  

The first of these challenges is addressed by emerging trusted computing technologies (including the 
Trusted Computing Group’s Trusted Platform Module, Intel’s LaGrande Technology and Microsoft’s Next 
Generation Secure Computing Base), which are anticipated to see widespread use in the near future.  
Recent work by Ravi Sandhu and his student Xinwen Zhang [ZHANG05] in this arena has demonstrated 
the enforcement of persistent access control both by ensuring that the object can be accessed only on a 
suitably trustworthy platform and by a suitably authorized user.  Trust in the platform is established by 
integrity measurement and attestation protocols.  Trust in the user is based on the user’s identity and the 
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user’s attributes on the basis of a suitable public-key infrastructure.  These technologies are expected to be 
widely available commercially in the next two to three years. 

. 

 
Figure 4. UCON Components 

In comparison progress on the second challenge has been much slower, partly because until recently 
commercially viable technologies for persistent access control were not available.  Given the recent push to 
bring these technologies to market the question of how to effectively use them to facilitate controlled 
information sharing in a coalition environment has become much more compelling.  This second challenge 
is directly addressed in this project. 

This project will develop a series of models for information sharing in coalitions based on Ravi Sandhu’s 
pioneering work on role-based access control (RBAC) and usage control (UCON).   The space of 
information sharing policies is extremely rich and varied [THOM04].   This project will partition this space 
in two distinct dimensions so as to build these models in a systematic manner.  The first dimension 
distinguishes whether or not the information content in a disseminated object can be changed as the object 
is further re-disseminated.  There are two alternatives here as follows. 

• Read-only information sharing:  In this alternative the content of an object cannot be changed as it 
gets disseminated.  The information content remains as it was when the object was created by its 
source. 

• Read-write information sharing:  In this alternative the content of an object does change as it gets 
disseminated.  There are a number of sub-cases depending on how the information can change.  One 
possibility is to add annotations and notes to the base content which itself does not change.  Another 
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possibility is to redact material in the process of downgrading the security level of the content.  Further, 
the content may be modified by replacing portions of the original content with new content. 

While the read-only certainly has practical applications the main purpose for treating it separately is to 
follow the dictum of “walk before you run.”  By focusing first on the read-only case it is possible to 
understand the issues that arise here clearly before taking on the more difficult task of dealing with writes.  
This incremental approach has been very productive in previous research on security models by Ravi 
Sandhu and seems to be the best approach for constructing models in a complex space. 

The second dimension for partitioning the space of information-sharing policies is based on the scale of 
dissemination.  In this dimension the project will study the following alternatives. 

• Small scale:  In small-scale dissemination the number of individuals who can access an object is of a 
small magnitude such as 10.  This scale of dissemination is appropriate for the most sensitive content.  
At this scale it hardly seems appropriate to have very complex models.  Dissemination can occur in the 
simple form of individual to individual (or point to point) dissemination.  Some form of basic 
originator control where the intent of the source if the object is carried through a series of individual 
disseminations is the most appropriate policy.  Nonetheless there are significant issues that arise.  
These include issues of revocation, cascading revocation, off-line access, limits on access (number of 
times, duration, etc.), prohibition of access (often expressed as negative rights) and transfer-only 
dissemination (in contrast to copy dissemination).  These issues remain to be systematically addresses 
even in this small-scale context. 

• Medium scale:  In medium-scale dissemination the number of individuals who can access an object is 
of a larger magnitude such as 100’s or 1000’s.  At this scale dissemination is best accomplished by 
models based on user and object attributes such as security labels, roles and other appropriate 
properties.  The issues raised in small-scale dissemination continue to be significant here as well.  In 
addition issues of role-to-role dissemination and delegation also arise.   

• Hybrid scale:  Hybrid scale offers a novel combination of the above two cases proposed for the first 
time in this project.  The fundamental idea is that truly sensitive information needs to be confined to a 
few individuals so that actual dissemination must be small scale.  Nevertheless it is impractical to 
achieve small-scale dissemination entirely by individual-to-individual dissemination.  This is especially 
so in highly dynamic and mission critical applications such as the ones that the military faces.  
Information needs to be available to appropriate individuals when they need it.  Deciding who precisely 
these individuals are in advance is unrealistic.  Our proposal is to distinguish potential from actual 
dissemination.  Potential dissemination is based on roles and security labels just as in the medium scale 
case.  Actual dissemination, however, is based on the count of individuals who actually see the content.  
Thus a mission plan may be available to all officers of a certain rank of a coalition partner, but actual 
access may be limited to a small number, say, two or three.  Morever during a combat situation these 
limits may be relaxed so actual access is available to a larger number, such as ten or fifteen.  
Conversely, occurrence of combat may limit the number even further to the one officer of appropriate 
rank who is on duty at that moment.    The main goal is to enforce a small-scale of actual dissemination 
without pre-specifying the actual individuals who make the access, while at the same time allowing for 
automatic adjustments in these policies as circumstances in the real world change.  The combination of 
RBAC and UCON is particularly powerful for expressing such hybrid policies. 

Combining these two dimensions we get six combinations to investigate.  This project will systematically 
investigate this space using a combination of RBAC and UCON to develop a series of novel models in this 
arena.  
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3.3 INFORMATION OPERATIONS ACROSS INFORSPEHERS 

3.3.1 The Problem  
As stated earlier, coalitions may be consist of hospitals and insurance companies, or organizations such as 
the United Nations, government organizations from multiple countries some possibly hostile or of 
universities and corporations. However, not all partners of a coalition may be trustworthy. Furthermore, the 
partners may not want to share data that is important for another organization. Therefore, the problem is to 
extract as much information as possible from one’s partners without giving out much information about 
oneself. This problem can be divided into three sub-problems: 

* How can organizations get the critical information from their partners by playing games? 

* How can an organization apply decision centric data mining tools to extract as much information as 
possible about its partners and the information that they have? 

* How can an organization find out the plans of the untrustworthy partner (i.e., an enemy capable of 
sabotage) without being noticed? 

3.3.2 Background  
Background concepts to the solutions we are proposing for the three sub-problems include game theory, 
data mining and offensive operations.  In this section we discuss game theory and offensive operations. For 
a background on data mining we refer to section 3.1.2. 

Game Theory: Game theory is the study of problems of conflict by abstracting the common strategies 
features of these problems and modeling them [JONE80]. These features are strategic and not pure chance 
as they are controlled by participants of the game. Two types of common games are non-cooperative and 
cooperative. In a non-cooperative game, no preplay communication is permitted between the players. That 
is, all players are for themselves. In a cooperative game, players have complete freedom of preplay 
communication. They may either coordinate their strategies or share payoffs.  

Offensive Operations: The challenge for an organization is to find out the activities of the enemy without 
getting noticed. One can use the red-teaming concept to learn about the system vulnerabilities of the enemy 
or build honeypots [SPIT03] as well as publish advertisements to attract the enemy. For example, an 
advertisement to a web site may attract all kinds of users and organizations. The organization that publishes 
the web site will monitor the activities of various users and determine whether any of them are potential 
terrorists or their enemies.   

3.3.3 Related Work  

Game Theory Applications to Security: Various efforts on applying game theory to information security 
including network security have been reported [BURA]. However the most relevant effort to coalition data 
sharing is the game theoretic approach to building inference controllers reported in [THUR90]. To our 
knowledge there are no efforts on applying game theory for coalition organizations. However there are 
many articles in political science journals and related magazines about CIA playing games with KGB and 
each agency trying to thwart the other [GAME].  

Decision Centric Data Mining Applications to Security: Various efforts have been reported on applying 
data mining for intrusion detection and auditing [AWAD04b]. A survey of these approaches is given in 
[THUR05d]. In addition, data mining applications in counter-terrorism is discussed in [THUR03], 
[THUR04]. Data mining for command and control operations was discussed in [THUR00]. None of the 
efforts have addressed data mining in a secure coalition environment. 

Offensive Operations: Many articles have been published on carrying out offensive operations such as 
those appearing in AFCEA’s Signal Magazine (see [SIGN05b]). For example, the May 26th2005 issue of 
the Washington Post states that “War game tests Web defenses: CIA running exercise to simulate large-
scale cyber-assault on U.S.”  However only a few research articles have appeared in the Unclassified 
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published literature. There has been work on building honeypots to attract friends as well as enemies 
[SPIT023]. Applications in a coalition environment have received little attention.  

3.3.4 Technical Issues 

Application of Game Theory: Here we assume that while the various DoD organizations share some 
information, the organizations do not share all of the information necessary to carry out the operation. 
While negotiation rules and access control rules are enforced, an organization may need more information 
to carry out some critical operations. In this case, organizations are the players of a game. They may play 
cooperative or non cooperative games depending on the relationships between them. The challenge is to 
determine the correct game to play for a particular scenario and develop appropriate payoff/utility 
functions. Bargaining with each other is also a challenge.  

Decision Centric Data Mining Applications: We need to use decision centric data mining tools to extract 
as much information as possible about our partners and about the information that they have. The 
challenges include carrying out knowledge directed data mining so that false positives and false negatives 
may be reduced or possibly eliminated. Various feature selection techniques as well as prediction models 
need to be developed to determine suspicious behavior.  

Offensive Operations: Offensive operations are carried out when the opposition is an enemy who is 
capable of sabotaging our activities. Here we need to find out what the enemy’s capabilities are. While we 
can use data mining techniques to extract the nuggets about the enemy from the information that we have 
obtained about him, this may not be sufficient. We may need to find out what data they are storing and 
what strategies they have planned. We will need access to their databases. Essentially we need to use novel 
techniques such as those in game theory and determine ways to pose as legitimate users of the enemy 
databases and retrieve data that can save us from catastrophic events. While these types of operations are 
the hardest and most dangerous, we need to begin an initial investigation of such operations.  

3.3.5 Our Approach: Information Operations Across Infospheres 

I. Game Theory Application 

Modeling query processing: To handle secure data sharing especially with untrustworthy partners, we 
believe that modeling the query processing scenario as a noncooperative game is more appropriate 
especially between two partners. The players are the partners, which could be agencies or countries of a 
coalition. Lets assume we have Agency A and B as two partners. The objective of agency A is to extract as 
much information as possible from agency B. Essentially agency A wants to compromise information 
managed by Agency B. B’s goal is to prevent this from occurring. Cooperative games on the other hand 
may have applications among friendly partners of a coalition. A mixture of cooperative and non-
cooperative strategies may be applied for multi-party coalition.  

Two-party information sharing: We will initially model information sharing between two agencies A 
and B as a non-cooperative game. A has a specific objective; for example, he may know that B has some 
sensitive data and he wants to extract the value of that data from B. B knows A’s objective. A move made 
by A is a query. A move made by B is the response. The game continues until A achieves his objectives or 
gets tired of playing the game. As stated in [JONES80], the game can be represented as a graph theoretic 
tree of vertices and edges. The tree has a distinguished vertex, which is the initial state. There is a payoff 
function, which assigns a pair of values say (X,Y) where X is the payoff for A and Y is the pay for B for 
each move. The payoff for A is high if he is close to obtaining the sensitive value. The payoff for B is high 
if the response does not reveal anything about the sensitive value. Note that if B does not give out any 
information or if it gives erroneous information then it cannot be regarded as a game, That is, the aim here 
is for B to participate in the game without giving away sensitive information. 

One type of non-cooperative game that appears to work an infosphere environment is Ehrenfeucht-Fraisse 
Game. Such a game has been applied for mathematical logic [EHRE57] and more recently to classify 
database queries [CHAN82] as well as to database security [THUR90]. The Ehrenfeucht-Fraisse Game is 
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between two non-cooperating players. The first player attempts to discern two structures such as models of 
databases or languages and the second player attempts to prevent the first player from doing this. In the 
applications of mathematical logic, the structures are models of certain formalized theories. The objective 
of the first player is to find a formula which is true in one model and false in the other. In the application to 
classify queries the structures are databases and the formula is a query, the objective of the first player is to 
show that there is a query which produces different results when evaluated against the two databases. For 
our application, the structures are:  

(i) the data that is available to agency A from agency B and 

(ii) the data that agency B really has.  

Objective of A: If the agency A can discern between the two structures then it knows that agency B has something 
sensitive and can pose queries to get that information.  

Objective of agency B:  Act as an inference controller and prevent agency A from discerning the two structures. 

We will utilize the techniques we have employed in [THUR90] for database inference control using game 
theory where the players are the user and the inference controller and apply them for two-party coalition 
data sharing. We will develop a model of the query processing strategy as well as use an appropriate payoff 
function that depends on the importance of the data to be extracted, the value of the data, and what A can 
do with the data.   

Non-cooperative games have been grouped into strategic games and extensive games. Strategic games 
assume that the players do not have any information about the moves of the other players before they are 
made and extensive games assume that a player has some knowledge of the moves of others before they are 
made. The objective is for each player to maximize his utility and if necessary enter into a bargaining 
situation. Several examples and applications have been given in [OSBO94]. We will investigate these 
applications for the infosphere environment.  

Multi-party information sharing: We will apply game theory to multi-party information sharing. The 
idea here is that certain parties play cooperative games while certain other parties play non-cooperative 
games. We will illustrate with an example consisting of three parties. As shown in Figure 5, A and C play 
cooperative games with common payoffs while B is an adversary. A and C play non-cooperative games 
with B and try to extract some sensitive values from B.  

Let’s consider an example. Suppose the year is 2006 and the UK has obtained some sensitive information 
on OIF that the US needs. However, the UK is reluctant to share this information based on its experience in 
2003 as the information it supplied to the US may not have been accurate. As a result the UK citizens got 
very angry. Therefore, the UK does not want to take a chance. However the US in the meantime has formed 
an alliance with Argentina by giving some incentive either in the form of money or weapons. When the UK 
hears this, it is scared thinking about the Falklands. However, in reality the US has no intention of doing 
anything about the Falklands but does not want the UK to know the truth. So the UK reasons as follows: 
The payoff UK gets by making US happy is X 

The payoff UK gets by keeping Falklands is Y 

The payoff UK gets by keeping its citizens happy is P 

The payoff UK gets by keeping the rest of the work happy is Q 

Therefore if X+Y > P+Q then the UK will give the sensitive information about OIF to the US. Otherwise the UK will likely 
not share the information and perhaps risk its friendship with the US. 

Note that in Figure 5, A is US, B is UK and C is Argentina. The US and Argentina carry out cooperative 
game playing as they know of other’s plans. But they play a non-cooperative game with the UK.  

Cooperative games have also been called Coalition games. In a true coalition the players are friendly and 
therefore share the information and determine a collective payoff. However in our environment, 
organizations form coalitions only to solve a particular problem. An agency that is a trustworthy party in a 
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particular coalition may turn against its partner at a later time and divulge the information gathered during 
the coalition operation. Therefore, while the theory of non-cooperative games is more applicable for our 
problem in general, as in the above example, we will develop a combination of cooperative and non  
cooperative game playing techniques based on an appropriate payoff/utility function. 

 

 

 

 

 

 

 

 

 

 

Figure 5. Multi-party Game Playing 

II Decision Centric Data Mining  
In a coalition environment various partners will voluntarily share some information and exchange 
information across various groups. We will periodically collect this information in a log file. Furthermore, 
this model will be extended to detect insider threats. One possibility is that hackers will gain legitimate 
access to a system, but then embark on a course of unauthorized use, which may include data corruption 
and the undermining of critical systems. In some cases sensitive information may be leaked to persons with 
malign intent. This kind of insider activity is now being recognized as a security threat by businesses and 
the government.   

To mine the log file, we will take the following steps. First, we will extract features from a log file, second, 
we will train and test classifiers using various models, and finally, we will fuse outcomes from various 
models and predict the final result. 

Feature Extraction:  As a means of spotting abnormal activity, commands will be tracked at the operating 
system level. The reason for this is that monitoring at this low level permits the monitoring of all system 
activity whereas some activity will not be captured by application logs or command interface logs. 
Monitoring will also become more tightly integrated into the operating system. It will also become more 
difficult; both in terms of required technical skill and monitoring permission levels modifying or deleting 
information without leaving evidence behind. In terms of the techniques required to construct feature 
vectors we will carry out the following [LIU05]. The first feature representation will employ n-grams 
(ordered sequences of length n) of command names in a sliding window of length n over the command 
trace. With a shift of the window for the n-gram of 1, a given n-gram in the command trace overlaps the 
previous one by n-1 events. There will be an assumption of tampering and evidence of malice in an n-gram 
record if any of the commands making up the n-gram can be labeled malign during dataset capture 
[HOFM98]. The work of Liao and Vemuri [LIAO02] on external threat suggests the second feature 
representation. This approach uses frequency counts of command names. A statistical count of command 
names in a given window of W commands constitutes each record, resulting in a histogram of commands. 
The exact sequential information of the ordering of the commands is thrown out in this representation, 
except the commands of those groups within the window size W [FORR96]. 

Prediction Models: To predict abnormal activities, first we will train various classifiers (e.g., support 
vector machine [CHAN01], association rule mining, markov model and so on). Note that each classifier has 

Agency A 

Agency B 

Agency C 

Strategies 

A to C: What are your strategies; Here are mine 

Give me X from A to B 
A gets Y from B Give me Z from C to B 

B gives W to C 
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its advantages and disadvantages. In WWW prediction case [AWAD05a], we observe that the Markov 
model is a powerful technique for predicting seen data [PITK99]; however, it cannot predict unseen data. 
On the other hand, SVM is a powerful technique, which can predict not only for the seen data, but also for 
the unseen data [CRIS00, VAPN98]. However, when dealing with too many classes or when there is a 
possibility that one instance may belong to many classes, SVM predictive power may decrease.  

Fusion: By fusing various classifiers, namely SVM and the Markov model, we overcome major drawbacks 
in each technique and improve the predictive accuracy. For fusion, we use Dempster rule [LALM97, 
SHAF96]. Dempster’s Rule is a well-known method for aggregating two different bodies of evidence in the 
same reference set. Suppose we want to combine evidence for a hypothesis C.  Here, C is the assignment of 
a user activity (e.g., normal/abnormal/suspicious) during prediction for a user session. C is a member of 

Θ2 , i.e., the power set of Θ , where Θ is our frame of discernment. A frame of discernment Θ is an 
exhaustive set of mutually exclusive elements (hypothesis, propositions). All of the elements in this power-
set, including the elements of Θ , are propositions. Without loss of generality, given two independent 
sources of evidence 1m and 2m , Dempster’s Rule combines them in the following Equation: 
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Here A and B are supersets of C, they are not necessarily proper supersets, i.e., they may be equal to C or to 
the frame of discernment Θ . m1 and  m2 are functions (also known as a mass of belief) that assign a 
coefficient between 0 and 1 to different parts of Θ2 , )(1 Am is the portion of belief assigned to A by m1. 

)(2,1 Cm is the combined Dempster-Shafer probability for a hypothesis C.  

Here is the pseudo-code of our approaches based on data mining technique for prediction 

Step1. Apply Feature-Extraction 
Step2.Train Classifiers  

Step2.1TrainSVM() // train SVM using one-vs-all. 
Step 2.2 Train MarkovMode 
Step 2.3 ComputeUncertainty of Various Models in Equation 1 
 Step 2.3.1 ComputeUncertainty(SVM)   

Step 2.3.2 ComputeUncertainty(Markov)  
 
Step3. For each testing session x, do 
 Step 3.1. Compute )(xmSVM and output SVM probabilities for Different Categories. 
 Step 3.2. Compute )(xmMarkov and output Markov probabilities for Different Categories. 
 Step 3.3. Compute )(, xm MarkovSVM using Equation 1 and output the Final Prediction. 
Step5. Compute Prediction Accuracy   

III. Offensive Operations:  
As we have stated, there is little work in the unclassified published literature on offensive operations. 
However recently we are seeing articles published in Signal magazine on the importance of monitoring the 
adversaries’ computing activities. Our approach is to conduct a series of experiments in UTD’s SAIAL 
laboratory on offensive operations, study the problem, and put together a plan for future research in the 
area.  

Laboratory environment and Simulation data: SAIAL laboratory is a tamperproof laboratory where no 
information either in the form of data or signals can be leaked from the lab. The lab consists of mainframes, 
dell computers, as well as wireless test rooms. We have two sets of large data sources that we will use in 
our experiments. One is the Medicaid doctor/patient data set that we have obtained from the Inspector 
General of Texas. This is over 10 Terabytes of information, and we have Sun servers capable of processing 
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the data. Additionally, we have the Enron email data set that we are using to conduct social network 
analysis to determine suspicious behavior. We will also work with COTR to obtain additional unclassified 
data from the Air Force.  

Experiments: We will conduct the following experiments: 

(i) First, we will create a coalition data sharing environment in the SAIAL laboratory using the Dell 
servers, and the Sun servers. We will then develop advertisements with the medical claims and insurance 
data for one organization. These advertisements will be monitored to analyze the behavior of the partners 
using the web analysis tool that we have built at UTD [AWAD05a]. (Please see section 3.3.5 Part II) 

(ii) The second set of experiments is to extend the social network analysis tool that we have developed at 
UTD [RYAN05] and adapt it to the coalition environment. We will study the interactions between the 
different coalition partners and build that information into the network. Then we will use the reasoning 
engine associated with the social network analysis tool to determine patterns of interactions.  

(iii) The third set of experiments will be carried out by the coalition administrator. The administrator will 
monitor the system commands typed by the coalition partners as well as the queries posed. Then we will 
use data mining tools and analyze the data collected by the administrator. If any behavior looks suspicious, 
the members of the coalition will be informed. Note that a log file will be associated with the global 
infosphere in Figure 1. (Please see section 3.3.5 Part II) 

(iv) The fourth set of experiments is to build a honey pot, which includes fake data and attract the 
untrustworthy partners to the fake data. This way we can determine which of the partners of the coalition 
are untrustworthy. Note that this set of experiments is more of a defensive operation rather than an 
offensive operation. 

(v) The fifth set of experiments is to build “red-team-like vulnerability” attacks. Members of the team are 
UTD students who are US citizens. In our Data and Applications security team, the students include Ryan 
Layfield, Nathalie Tsybulnik, Gal Lavee, and Joe Whittaker. We will also use industry experts with 
experience for guidance and advice as approved by the COTR).   

Novel Techniques: Note that there have been efforts on conducting similar experiments such as the one 
mentioned in the Washington Post article on May 26th 2005. Furthermore, the adversary knows about the 
published vulnerabilities and will very likely turn off the libraries and code that can be exploited by its 
partners. Therefore we need to develop novel techniques. Three of the techniques that we are exploring 
are the following: 

Trojan Image Exploitation: Modern anti-virus and anti-spy ware detection packages rely on the 
presence of malicious code within an executable or script to prevent attacks. This is done by detection 
methods that are carried out when the program first loads. In theory, it is possible to circumvent this 
detection by designing a program without any explicit malicious code; instead, a memory leak in this 
program’s security is purposefully created. This weakness is exploited by downloading a tailored file 
from the Internet, such as a picture, after the program is loaded. As a result, this program could be used 
as a staging area for a malicious attack. 

Web Browser Customization: Web browsers have been enhanced dramatically in the past year to 
prevent attacks from malicious web pages. For the benefit of the user, these features are frequently made 
optional, allowing a great deal of customization. By compromising a user’s customization features 
covertly, it becomes possible to execute potential attacks without the user detecting any warning signs 
normally visible in the user’s browser such that the attacker’s methods can be hidden from the user. The 
attacker could use browser customization, such as enabling JavaScript, to create a shadow copy of the 
web and gain classified information from the victim without certain warning signs, such as URLs being 
correctly displayed. All user-entered information would be funneled through the attacker’s spoofed world 
and thus the attacker could easily take advantage of the situation in order to retrieve any type of 
information.  
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Message Interception: We will use the Enron data set and send emails to the partners of the coalition as 
well as to those outside of the coalition. We will simulate the messaging in such a way that they are sent at 
random intervals. We will then determine whether interception techniques can be used to extract some of 
the messages sent. This is a very challenging problem and we will carry out an initial investigation on this 
topic.  Based on the results of the experiments, we will produce a plan for future directions on offensive 
operations research at the unclassified level.    

Measurements: As stated earlier, the data to be used will come from an Enron e-mail dataset and a vast 
database of medical records (more than 10 terabytes). We will also work with the COTR to obtain Air 
Force data. A security policy will be written in regards to these datasets and each requirement in the 
policy will be tagged critical or non critical. In order to measure the accuracy of the simulations, the 
protector of the policy will attempt to guard each policy, especially those considered critical, whereas the 
attacker will make it a priority to compromise the critical policies. Thus the critical policies will be of 
higher value whereas non critical policies will have lesser value. In this way, the results can be quantified 
by measuring the success of the defense and the success of the attacks, depending on the simulations.  
 
4. RESEARCH TASKS, DELIVERABLES AND MILESTONES  

Task 1: Framework for Secure Data Sharing (UTD and GMU; Year 1 and Year 2) 
We will develop a framework for secure timely data sharing and data mining. The framework will consist 
of the following: 

* Architecture for secure timely data management which includes components for data/metadata 
integration and policy integration 
* Language for specifying various policies including security and real-time policies 

 * Techniques for secure data sharing including those for enforcing the policies between organizations 
 * Capability for applying data mining tools on the data that is shared. 
 * A concept of operation of the coalition environment. 

We will conduct experiments with total data sharing and partial data sharing and examine the patterns that 
are obtained in both cases. How much information is lost by not sharing all of the data between 
organizations? We will also demonstrate the impact of imposing timing constraints on the query 
algorithms. Prototype implementation of the framework will be developed and demonstrated. 

Task 1 Deliverables: Year 1: Interim Report 
Year 2: Final Report; Proof of Concept Demonstration including software and instruction manual 

Task 2: Access Control (GMU; Year 1, Year 2 and Year 3) 
We will investigate the use of Role-based and Usage Control policies in the collaborative environment. We 
will specify the policies and develop techniques to enforce the policies across infospheres. Prototypes for 
RBAC and UCON techniques will be demonstrated.  

Task 2 Deliverables: Year 1: Interim Report 
Year 2: Final Report, Proof of Concept Demonstration including software and instruction manual 

Task 3: Information Operations (UTD; Year 2 and Year 3) 
* Develop a framework based on game theory for organizations to play games with one another and 
maximize their benefits. Both cooperative and non-cooperative game theoretical techniques will be 
investigated. The objective is for an organization to extract as much information as possible from its 
partners without giving out much information about itself. 
* We will apply decision centric data mining techniques to extract information about our partners and from 
our partners, especially on untrustworthy partners in the coalition to extract the information needed for our 
operations but remain sensitive to our partners.  
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* We will conduct a preliminary investigation of techniques for carrying out offensive operations as 
discussed in section 3.3.3.  
Task 3 Deliverables: Year 2: Interim report on the application of game theoretic techniques, Interim report 
on the applications of data mining techniques, Interim report on the experiments to be carried out for 
offensive operations. 
Year 3: Final reports on game theory applications, data mining applications, and details of offensive 
operations and research plan 
Proof of concept demonstrations of game theory applications, data mining applications, and offensive 
operations. Deliverables will include software and instruction manuals 

5. IMPACT OF THE RESEARCH AND OUTREACH 

Technical Contributions: This research will have a tremendous impact (please see technology transfer 
activity below) not only on the Department of Defense and Intelligence organizations but also on 
organizations forming coalitions and working with partners. Recently there has been much debate on data 
sharing vs. security. However, little work has been reported on sharing data and at the same time 
maintaining security and timely information processing. This effort will provide some solutions and also 
determine how much useful data has been lost by incorporating security controls. Access control and Usage 
control models will be examined for coalition data sharing. The information operations effort will provide 
some guidance as to how organizations can play games with each other and extract as much information as 
possible from the partners who are non-cooperative. In addition, we will also provide a research plan for 
the problem of finding out more information about the adversary’s activities.  

Publications and Patents: The investigators have extensive publications records. They have patents that 
have been lucrative and have authored books in data security. They will publish the results as permitted by 
the COTR. Furthermore, the investigators will apply for patents based on the advice from Counsel and the 
COTR. The investigators also plan to continue writing textbooks in data and applications security topics 
and will include the research results in the publications as approved by the COTR. 

Technology Transfer: The research will be transferred to Air Force programs as well as to the Joint 
services at every opportunity. The investigators have supported AFRL researchers and various Air Force 
programs. Dr. Thuraisingham has worked on experimental research programs for Air Force Systems while 
she was at MITRE including the AWACS and TBMCS systems. She has also participated in panels at the 
Scientific Advisory Board. The PIs will work with the COTR to identify one or two Air Force programs 
and transfer the technology. As permitted by the COTR we will install the software and deliver instruction 
manuals for the AF to experiment with our technologies. The research is also directly applicable to NCW 
and NCO (the implementation of NCW). We will work closely with those involved in NCO as well as 
COIs for the DoD and transfer the results to the programs as permitted by the COTR. We will also give 
presentations to major DoD contractors including Raytheon, Boeing and Lockheed corporations. Many of 
these corporations have large subsidiaries in the Dallas Metropolitan area and UTD, through Dean Bob 
Helms (Erik Jonsson School of Engineering and Computer Science), has access to high-level officials at 
these corporations. We will also work with corporations such as IBM, which already have security products 
to transfer the technology as permitted by the COTR. Prof. Sandhu is in the Washington area and will give 
presentations of this research to government organizations. In addition, he is the founder of TriCipher 
Corporation and will incorporate the results as much as possible into his product as approved by the COTR.  

Teaching: The investigators are teaching various courses in data and applications security and information 
security. They will incorporate the results into their teaching both at the University of Texas at Dallas and 
at George Mason University. Prof. Thuraisingham is also an instructor at AFCEA PDC for the past 7 years 
and teaches courses on data management, data security and data mining. These courses are offered at 
AFCEA headquarters as well as at different military installations (e.g., Offutt and Eglin AFB). Prof. 
Thuraisingham has also given courses to various DoD organizations including NSA, ESC, SPACECOM, 
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AIA, SPAWAR, EUCOM, DISA and CECOM. Furthermore, the PIs give numerous keynote addresses at 
government, research and commercial conferences (e.g, Federal Database Colloquium by AFCEA from 
1994 until 2001 and SAS Data Mining Conference 1999 and 2005). The PIs as well as the Co-PIs give 
several tutorials at research conferences including the WWW conference and IEEE COMPSAC 
conference. They will use material from the research as approved by the COTR.  
 

6. FUTURE EXTENSIONS  
There are several directions for future research. We list some. 

Multilevel Security: We need to examine multilevel security for coalition data sharing. We have carried 
out an extensive investigation of multilevel security for relational systems, object system, deductive 
databases, distributed databases and federated databases. The need for multilevel security for DoD 
coalitions in discussed in [SIGN05].  

Policies for Trust, Privacy, Integrity and Data Quality: The research to be carried out on the project 
will focus on confidentiality and real-time processing policies for secure timely data sharing. Future work 
will include extensions for privacy, trust, data quality, and integrity.  On May 24th IBM announced new 
software to provide security without sacrificing privacy (please see New York Times, May 24th).  Such 
products and techniques have to be examined for a coalition data sharing environment.  

Identity Management: In addition to security management, an investigation of identity management in a 
coalition environment is needed.  

Attacks on Real-time processing: In our investigation we will examine the impact on enforcing access 
control on real-time processing. A more sinister problem is the malicious attack on the timely processing of 
data. Research is just beginning in this area. We need to investigate the issues for coalition data sharing. 

Novel techniques: We will investigate game theory for information extraction as well as use mining 
techniques. There are also other techniques that we have used for inference control and these should be 
investigated for secure data sharing. Topics include the applications of mathematical programming, 
Inductive inference, and probabilistic calculus. Additional game theoretic techniques need to be explored.  

Information Operations: Our investigation of offensive operations will be to conduct experiments and 
subsequently produce a plan for research. This research plan will specify the directions for future work.  

Immune System Model: The Markle report has recommended the Immune System Model to DHS. The 
immune system attacks the “bad organisms” and leaves the “good organisms” alone. When it starts 
attacking the “good organisms” then one gets autoimmune diseases. The report suggests that techniques 
need to be developed for an organization to attack its enemies and not its friends. We need to examine this 
approach for coalition data sharing.  

Social Network Analysis: We have developed a simple social network analysis tools and tested it with the 
Enron data set that we have obtained. In this project we will use this tool to carry out the experiments. 
However in a coalition environment there will be complex relationships between different organizations 
and cultures. Therefore we need more sophisticated tools to model these relationships and carry out 
analysis.  
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INVESTIGATORS: The Biographies of the Team are given below. 

Dr. Bhavani Thuraisingham has recently joined The University of Texas at Dallas as a Professor of 
Computer Science and Director of the Cyber Security Research Center in the Erik Jonsson School of 
Engineering. She is a Fellow of the IEEE (Institute for Electrical and Electronics Engineers) and AAAS 
(American Association for the Advancement of Science). She received IEEE Computer Society’s 
prestigious 1997 Technical Achievement Award for “outstanding and innovative contributions to secure 
data management”. She was elected a Fellow of the British Computer Society in February 2005.  

Thuraisingham’s research in information security and information management has resulted in over 70 
journal articles, over 200 refereed conference papers, and three US patents. She is the author of seven 
books in data management, data mining and data security including one on data mining for counter-
terrorism and another on Database and Applications Security. She has given over 25 keynote presentations 
at various research conferences and has also given invited talks at the White House Office of Science and 
Technology Policy and at the United Nations on Data Mining for counter-terrorism.  She serves (or has 
served) on editorial boards of top research journals. Thuraisingham is also establishing the consulting 
company “BMT Security Consulting “specializing in Data and Applications Security consulting and 
training and is the Founding President of the company.  

Prior to joining the University of Texas at Dallas, Thuraisingham was an IPA (Intergovernmental Personnel 
Act) at the National Science Foundation from the MITRE Corporation. At NSF, she established the Data 
and Applications Security Program and co-founded the Cyber Trust theme and was involved in inter-
agency activities in data mining for counter-terrorism. She has been at MITRE from January 1989 until 
June 2005 and has worked in MITRE's Information Security Center and was later a department head in 
Data and Information Management as well as Chief Scientist in Data Management. She has served as an 
expert consultant in information security and data management to the Department of Defense, the 
Department of Treasury and the Intelligence Community for over 10 years and is an instructor for AFCEA 
(Armed Forces Communication and Electronics Association) since 1998. Thuraisingham’s industry 
experience includes six years of product design and development of CDCNET at Control Data Corporation 
and research, development and technology transfer at Honeywell Inc. Her academia experience includes 
visiting faculty at the New Mexico Institute of Technology, Adjunct Professor of Computer Science first at 
the University of Minnesota and later at Boston University. Thuraisingham was educated in the United 
Kingdom both at the University of Bristol and at the University of Wales.  
 
Dr. Ravi Sandhu is Professor of Information and Software Engineering and Director of the Laboratory for 
Information Security Technology (www.list.gmu.edu) at George Mason University.  He is a leading 
authority on access control, authorization and authentication models and protocols.  His seminal paper on 
role-based access control (RBAC) introduced the RBAC96 model, which evolved into the 2004 
NIST/ANSI standard RBAC model (and is on track to become an ISO standard).  More recently he 
introduced the Usage Control (UCON) model as a foundation for next-generation access control by 
integrating obligations and conditions with the usual notion of authorization in access control and 
providing for continuity of enforcement and mutability of attributes.  Previously he has published 
influential and widely cited papers on various security topics including safety and expressive power of 
access control models, lattice-based access controls, and multi-level secure relational and object-oriented 
databases. 
He is a Fellow of the ACM and a Fellow of IEEE.  He has published over 160 technical papers on 
computer security in refereed journals, conference proceedings and books.  He founded the ACM 
Transactions on Information and Systems Security (TISSEC) in 1997 and served as editor-in-chief until 
2004.  He served as Chairman of ACM's Special Interest Group on Security Audit and Control (SIGSAC) 
from 1995 to 2003, and founded and led the ACM Conference on Computer and Communications Security 
(CCS) and the ACM Symposium on Access Control Models and Technologies (SACMAT) to high 
reputation and prestige.  Most recently he founded the IEEE Workshop on Pervasive Computing Security 
(PERSEC) in 2004. His research has been sponsored by numerous public and private organizations 
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currently including Lockheed Martin, Northrop Grumman, Intel, Verizon, Network Associates, DARPA, 
DOD, DOE, NSA, NRO, NSF, NRL, IRS, and ARDA.  He has provided high-level security consulting 
services to several private and government organizations.  Ravi Sandhu has also served as the principal 
designer and security architect of TriCipher's Armored Credential System (TACS), which earned the 
coveted FIPS 140 level 2 rating from NIST.  Ravi Sandhu earned his B.Tech. and M.Tech. degrees in 
Electrical Engineering from the Indian Institutes of Technology at Bombay and Delhi respectively, and his 
M.S. and PhD degrees in Computer Science from Rutgers University. 

Dr. Latifur R. Khan has been an Assistant Professor of Computer Science department at University of 
Texas at Dallas since September, 2000, heads the data mining research group, and is the director of the 
database laboratory. He received his Ph.D. and M.S. degree in Computer Science from University of 
Southern California (USC) in August 2000 and December 1996 respectively.  Professor Khan is currently 
supported by grants from the National Science Foundation (NSF), Alcatel, USA and has been awarded the 
Sun Equipment Grant. Dr. Khan has more than fifty articles, book chapters, and conference papers focusing 
in the areas of: database systems, multimedia information management, data mining applications in 
intrusion detection, biometrics and bioinformatics. His articles have appeared in the VLDB journal 
(ACM/VLDB joint publication) and the, Bioinformtics journal by Oxford University press. He currently 
serves on the editorial board of North Holland’s Computer Standards and Interface Journal. 

Professor Khan has served as a referee for database journals, conferences (e.g., IEEE TKDE, KAIS, ADL, 
VLDB) and he served as a program committee member for Eleventh ACM SIGKDD International 
Conference on Knowledge Discovery and Data Mining (SIGKDD2005), ACM Fourteenth Conference on 
Information and Knowledge Management (CIKM 2005), International Conference on Database and Expert 
Systems Applications DEXA 2004, and International Conference on Cooperative Information Systems 
(CoopIS 2004). He served as program chair of ACM SIGKDD International Workshop on Multimedia Data 
Mining, 2004. 

Dr. E. Douglas Harris is the Associate Dean of the Erik Jonsson School of Engineering and Computer 
Science at The University of Texas at Dallas (UTD).  He is also the Executive Director of the 
CyberSecurity and Emergency Preparedness Institute. Under his direction UTD received the National 
Center of Academic Excellence in Information Assurance Education recognition from the National 
Security Agency (NSA) and the Department of Homeland Security (DHS). 

For the past six years, Dr. Harris has been UTD’s principle investigator for the worldwide 
telecommunications industry’s Quality Measurements Repository System (MRS) for the QuEST Forum.  
The system was designed to meet very rigorous confidentiality, security, reliability, and availability 
requirements.  The QuEST Forum is an international consortium of service providers and suppliers.  The 
UTD MRS Computer Information System is considered to be one of the most secure in the world and 
meets the rigid British Standards Institute Standard BS 7799 for Information Security.  Since the spring of 
2000, Dr. Harris has been UTD’s principle investigator for an EPA funded emergency response system– 
called “E-Plan.” The system allows first responders to instantly view critical hazardous material 
information and emergency plans at the site during emergencies.  This program has been implemented in 
several key regions across three states; Texas, Louisiana and Arkansas.  It is currently considered one of 
the best first responder information programs in the U.S. to help mitigate hazmat incidents and terrorist 
acts. 

Dr. Harris started his career at Texas Instruments where he spent over 20 years. From 1967 to 1978 he was 
corporate manager of automation at TI. After joining the academic ranks at Southern Methodist University 
(SMU) in 1978 he also served as the Vice President at Productivity International, Inc. where he completed 
several major consulting jobs in the area of CAD/CAM systems and Management of Technology.  In 1988 
he was appointed Assistant Dean in the School of Engineering and Applied Sciences (SEAS) at SMU. He 
has been the committee chair and dissertation advisor for twelve (12) doctoral students. He served on 
nineteen (19) other doctoral committees, published over 40 papers and has taught in both engineering and 
business schools.  
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BUDGET AND JUSTIFICATION 
 
Budget requested for 3 yrs from AFOSR is $300,105 
GMU portion of the budget is $150K (approx 50K/yr) 
UTD portion of the budget is approx. $95K  
UTD will cost share over 100% of the direct costs and that will be $100,733 
Total UTD budget is approx. 195K (approx. 65K/yr) 
Total budget including cost sharing is $400,838 
 
Budget details are appended to this proposal. 
 
Budget Justification: 
 
The budget will support Dr. Thuraisingham half a month in the summer. She will use her startup funds to 
work at least one month per year in the summer. 
 
The budget will support Dr. Khan half a month in the summer per year. 
 
Dr. Harris will devote a few days consulting on the project and formulating scenarios. 
 
UTD will employ 3 graduate students: 1.5 students on Task 1 and 1.5 students on Task 3.  
 
GMU will support 1 student on Task 2.  
 
Dr. Sandhu will spend at least one month per year on the project. 
 
Dr. Thuraisingham will travel to Washington at least once a year and Dr. Sandhu will travel to Dallas at 
least once a year.  
 
 
































